WHAT IS CYBER
SECURITY?

Did you know
that 95% of all
cyber security
incidents involve
human error?
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PASSWORDS

Passwords are keys to your accounts that protect

TIPS FOR CREATING A
STRONG PASSWORD

Make it long and complex
o Atleast 8 characters
o Mix of upper and lower case characters
o Include numbers and special characters
Unique (not used for other services)

Does not use personal references (pet names, birthdates,

etc.)
Does not follow a pattern or sequence
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your data and prevent illegitimate access to
systems.

IMPORTANT

When someone has your passwords they can:
e |mpersonate you to request information
e Transfer your bank balance to their

account

e Read your email for sensitive information
e Access healthcare details

Use your email to send phishing mail

Download your pictures
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Multi-factor authentication involves not only using a password, but also a second
form to authenticate your identity like a text message code, or an application
request on a mobile. Some services now offer two-step authentication (may be opt-
in).
When you login, you may:

e Receive a text message with a code to enter

e Receive an automated phone call (press a button to confirm)

e Get a application pop-up on your mobile device where the app was provided by
the service
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SUCTAL INET WUORKS

Lots of web sites, apps and programs (Facebook,
Twitter, Snapchat, Instagram, TikTok, and many
others) that many people use to connect with
friends and family, often sharing very personal
information Someone can access social network
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Your personal information could be stolen by a cyber criminal, putting your identity and accounts at risk.
The personal information you share could give cyber criminals enough to get your email address and
password.

Cyber criminals could gain access to any account that has a password recovery service and use any saved
information to make purchases.

Links in messages from cyber criminals posing as someone you know could be a part of a phishing attack
trying to trick you into sharing personal information or contain malware that infects your computer.
Geotagged photos are photos that have geographical information, like your current location, added to
them - and today, most smartphones and digital cameras have a function that automatically geotags all
your photos unless you turn it off. Geotags can expose where you live, when you're traveling and even
what car you drive, which could make you a target for robbery.

When you update your status with your whereabouts on a regular basis, you could tip someone off to
your routine, and invite real-life threats like robberies, break-ins or stalking.

If you add "friends" you don't know, you could become the victim of a scam.

Apps deleted from your account may not be fully deleted - the creator may still have access to your
information.

If you don't have a strong password, others could gain access to your profile and pose as you — and
potentially send out spam or fake posts that are damaging to you.

Potential employers could search social networking sites to get a sense of your character. If you've
uploaded damaging or embarrassing photos or posts to your social network account, you could hurt
your reputation and your chances of employment.
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SOCIAL NETWORKS:
PRIVACY TIPS

Three of the easiest things you can do

to be sure of your privacy on social

networking sites are:

1.Choose a strong password

2. Take the time to set your privacy
setting to control who can see what

3. Always think carefully about any
information you choose to share

RAMIE before you post

online
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PHISHING

The process where a targeted individual is contacted by email

by someone posing as a legitimate institution to lure the
individual into providing sensitive information such as banking
information, credit card details, and passwords

Messages appear to come from a trusted source. Phishing messages
usually appear to come from a large and well-known company or
website with a broad membership base.

This technique has raised e-scams to a new level and has lately
become the go-to choice for many attacks threatening individuals
and businesses. Phishers can only find you if you respond. Please
note that you are the most effective way to detect and stop
phishing. Remember, if something looks too good to be true, it
probably is. Legitimate organizations will not ask you for your
personal information.

If you identify an email you think is a phishing attack,
you are concerned you may have fallen victim, contact
your school administrator immediately or tell your
parents. Take this IQ Test!!

https://www.sonicwall.com/phishing/
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Malware is short for malicious software. It is designed to attack a computer without the consent of
the owner. They are different types of malware that steals information and damages data.
Malware remains one of the key threats in cyber crime.
Email spams continue to be a common method of malware distribution.
Thereis an increase in the volume of malware on mobile platforms.

e Thereis ashiftin phishing attacks to other distribution channels.
There are different types of malware which includes;

e Trojan

e Backdoor/Rat

e Ransomware

¢ Rootkit

e Fake antivirus

e Adware

e Computerworm

e Spyware

e Fileinfector virus

Their mission: Put malware on your site and spread the malware to your visitors for fraud and thef
Your mission: Keep malware off your site and keep customers on your site!
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JAL WARE

How is malware used?
For illegal profit, consumer deception, website vandalism, and other
criminal activities.

e Adware shows pop-up ads oninfected computers and the
attackers collect payment based on the number of times the ads
appear. |
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How do | prevent a malware infection?
Keep your computer clean, and backed up.
e |nstall and keep antivirus and firewall software updated on your
devices
e Beware of unusual looking messages received through emails or
social networks.
e Think before you click on banners and links without knowing their
true origin.
e Keep your devices, operating system and all software current.
e Only download files, software, and apps from trusted sources.
e Pick up data stored on your computer regularly on a separate
storage devices and offline.
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