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The First Nations Information 
Governance Centre (FNIGC)

• A First Nations non-profit, incorporated in August 2010 
following a mandate from the Assembly of First Nations 
Chiefs in Assembly (#48–2009)

• Mandated to support information management, research 
and training needs of First Nations at the community, 
regional and national levels.



The First Nations Information 
Governance Centre (FNIGC)

• FNIGC envisions that every First Nation will achieve 
data sovereignty in alignment with its distinct 
worldview.

• We partner to strengthen First Nations’ data 
sovereignty and the development of governance and 
information management systems at the community 
level. We adhere to free, prior and informed consent, 
respect nation-to-nation relationships, and recognize 
the distinct customs of nations to achieve 
transformative change. 



First Nations Principles of OCAP®

• Ownership, Control, Access and Possession;

• Collection, protection, use, and sharing of First Nations 
data;

• Benefits community while minimizing harm;

• Self-determination and preservation and development of 
culture





Privacy – Legal Barriers 

• First Nations data must be governed in a manner that respects personal privacy as well 
as community privacy and First Nations information governance principles of OCAP®.  

• Often times, there are gaps in legislation and policy which present risks to both 
personal and community privacy for FNs. In fact, the concept of “community privacy” 
is not recognized in federal legislation – as a result, other tools and strategies must be 
utilized to apply OCAP®.

• Canada collects and holds a significant amount of information on First Nations peoples 
– for instance, INAC holds over 200 FN databases.  The collection, use and disclosure 
of this information is regulated by the Privacy Act, the Access to Information Act and 
the Library and Archives of Canada Act.  

• Information (records, reports, data) that identifies any particular First Nation or group 
of First Nations should not be used or disclosed without consent of the affected First 
Nation – regardless of where that information or data is held. This is consistent with 
OCAP®.  This becomes problematic, however, when considering Canada’s Access to 
Information Act which permits public access to government information via ATIP. 



Exercising Jurisdiction

• First Nations can exercise jurisdiction through enacting privacy laws in their community 
and access to information laws. These laws can govern how community information 
can be used and under what circumstances. It can also address protection of personal 
privacy.

• Policies and procedures can provide direction on the protection of personal privacy and 
community privacy (and security).

• First Nations should investigate where First Nations information/data is held or 
collected and consider how they can exert governance over that data.

• Federal and provincial governments, universities, and other organizations hold First 
Nations data. Governance can be exerted ideally through repatriation of the data back 
to the First Nation. Where repatriation is not possible or practical, data governance 
agreements or data sharing agreements be reached that effectively maintain First 
Nation control over data.



OCAP ® + Health Institutions

• The best way for First Nations to implement OCAP® is for First Nations and FN-
controlled organizations to be steward(s) of their own data. This facilitates ownership, 
control and access based upon physical possession. 

• As information governance capacity increases at a local level, FNs will seek (and, in 
many cases, have and are seeking) to repatriate their health information. Capacity, 
however, still remains a fundamental barrier that limits the implementation of 
possession.  

• In the case of personal health information, First Nations data stewardship is 
complicated by the fact that the information may be subject to provincial health 
privacy legislation that may limit who can hold the data. However, as FN capacity in 
the area of information governance grows, this will likely change. 

• Where First Nations are not able to repatriate their data (as may be the case with 
personal health information) for reasons such as capacity, legal limitations, or 
otherwise, they should engage in partnerships with the stewards of their data for the 
purpose of entering into legally binding agreements to enforce governance over that 
data. While this approach can help regulate some aspects of data use of FN 
information, it may not be able to regulate access to or disclosure of data (i.e. ATIP ).
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Governance to Nation Rebuilding





What Is 

OCAP?

 Ownership

 Control

 Access

 Possession



Types Of 

Harm

 Legal Harm

 Relational Harm

 Economic Harm

 Physical Harm

 Social Harm

 Economic Harm





Barriers vs 

Levers

Barriers to Implementing OCAP

Levers to Aid Implementation


